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A methodology is presented for the design of integrated, model-based fault diagnosis
and reconfigurable control systems for transport-reaction processes modeled by nonlin-
ear parabolic partial differential equations (PDEs) with control constraints and actuator
faults. The methodology brings together nonlinear feedback control, fault detection and
isolation (FDI), and performance-based supervisory switching between multiple actuator
configurations. Using an approximate, finite-dimensional model that captures the PDE’s
dominant dynamic modes, a stabilizing nonlinear feedback controller is initially designed
for each actuator configuration, and its stability region is explicitly characterized in
terms of the control constraints and actuator locations. To facilitate the fault diagnosis
task, the locations of the control actuators are chosen in a way that ensures that the evo-
lution of each dominant mode, in appropriately chosen coordinates, is excited by only
one actuator. Then, a set of dedicated FDI filters, each replicating the fault-free behavior
of a given state of the approximate system, are constructed. The choice of actuator loca-
tions ensures that the residual of each filter is sensitive to faults in only one actuator and
decoupled from the rest, thus, allowing complete fault isolation. Finally, a set of switch-
ing rules are derived to orchestrate switching from the faulty actuators to healthy fall-
backs in a way that preserves closed-loop stability and minimizes the closed-loop per-
formance deterioration resulting from actuator faults. Precise FDI thresholds and con-
trol reconfiguration criteria that account for model reduction errors are derived to
prevent false alarms when the reduced order model-based fault-tolerant control structure
is implemented on the process. A singular perturbation formulation is used to link these
thresholds with the degree of separation between the slow and fast eigenvalues of
the spatial differential operator. The developed methodology is successfully applied
to the problem of constrained, actuator fault-tolerant stabilization of an unstable steady-
state of a representative diffusion-reaction process. � 2007 American Institute of Chemical

Engineers AIChE J, 53: 1518–1537, 2007
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Introduction

One of the central problems at the interface of process
control and operations is the development of systematic

methods for the diagnosis and handling of faults. The moti-
vation for studying this problem stems in part from the vul-
nerability of automated industrial processes to faults (for
example, malfunctions in control actuators, measurement sen-
sors and process equipment), as well as the increased empha-
sis placed on safety, reliability and profitability in the opera-
tion of industrial processes. It is well known that faults can
lead to serious degradation in the system performance, and
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may even lead to a complete breakdown of process opera-
tion, if not handled properly in the control system design. In
this light, it is only natural that the subjects of fault diagnosis
and fault-tolerant control (FTC) have become the focus of
considerable research interest over the past few decades
in both the academic and industrial circles (for example,
see1,2,3 and the references therein).

The main aims of fault-tolerant control are to preserve the
integrity of the process, ensure satisfaction of the operational
objectives after the appearance of a fault (possibly after a
short period of degraded performance), and prevent a fault
from causing a failure at the system level. Achieving these
objectives requires the integration of two important tasks in
the design and implementation of the fault-tolerant control
system. The first task is fault diagnosis, that is, the detection
and identification of faults with sufficient accuracy on the ba-
sis of which corrective action can be taken. The literature on
fault diagnosis is quite extensive and covers both statistical
and pattern recognition-based approaches (for exam-
ple,4,5,6,7,8,9,10), as well as model-based approaches (for
example,11,12,13,14,15,16,17,18,19). Once the faults have been
detected and identified, the second task is that of fault com-
pensation, which is typically accomplished through reconfi-
guration of the control system to cancel the effects of the
faults or to attenuate them to an acceptable level (for exam-
ple,20,21). Approaches that combine on-line fault diagnosis
and control system reconfiguration to deal with faults are
usually referred to as active fault-tolerant control systems.
Other approaches that have been pursued for the design of
fault-tolerant control systems include passivity-based meth-
ods, which do not involve fault diagnosis, and rely mainly
on robust control techniques to enforce fault-tolerance with-
out altering the control structure (for example,22,23).

Despite the substantial and growing body of literature on the
problem of fault diagnosis, most of the research work in this
area has focused on spatially homogeneous processes modeled
by systems of ordinary differential equations. There are many
examples in the process industries, however, where the overall
process dynamics are characterized by spatial variations owing
to underlying physical phenomena, such as diffusion, convec-
tion, and phase-dispersion. A prime example are transport-
reaction processes which permeate both traditional (for exam-
ple, catalytic packed-bed reactors) and developing industries
(for example, chemical vapor deposition of thin films for
microelectronics manufacturing, aerosol-based production of
nanoparticles used in medical applications). The control prob-
lem arising in the context of transport-reaction processes often
involves the regulation of spatially distributed variables (such
as temperature and concentration spatial profiles) using spa-
tially-distributed control actuators and measurement sensors.
Many transport-reaction processes are also naturally modeled
by highly dissipative partial differential equation (PDE) sys-
tems, such as parabolic PDE systems, whose dominant dynam-
ics can be captured by finite-dimensional systems owing to a
characteristic separation property that partitions the eigenspec-
trum of the spatial differential operator into a finite slow set
and an infinite stable fast complement.24,25

Over the past decade, the subject of distributed parameter
systems has evolved into an active area within process control
research. Examples include results on source identification,26

low-order nonlinear and robust control using approximate iner-

tial manifolds,27,28 distributed controller design using general-
ized invariants,29 passivity and thermodynamics-based con-
trol,30,31 low-order control-relevant modeling,32 input con-
strained,33 and predictive34 control of parabolic PDE systems,
state observation and adaptive control,35 and optimal actuator
placement.36 Compared with these efforts and many others in
this area, the problem of designing integrated fault diagnosis
and fault-tolerant control systems for distributed processes
has received limited attention. For mechanical and aerospace
engineering systems, a number of research efforts have stud-
ied aspects of the fault detection (for example,37,38) and con-
trol reconfiguration problems (for example,39,40). The major-
ity of existing results, however, have been developed on the
basis of approximate linear models of the distributed param-
eter system and without taking complexities, such as nonli-
nearities, control constraints and limited state measurements
into account. In the area of process control, on the other
hand, efforts to address the fault-tolerant control problem
have focused mainly on the control reconfiguration aspects
of the problem (for example,41,42), under the assumptions that
the faults are known and that complete state measurements are
available. An examination of the available literature at this stage
reveals the lack of a unified framework for the design of inte-
grated fault diagnosis and fault-tolerant control systems for non-
linear distributed processes. This in turn limits the achievable
control quality and reliability in the operation of transport-reac-
tion processes.

Motivated by these considerations, we developed in43 a
hierarchical fault-tolerant control architecture for spatially
distributed processes described by nonlinear parabolic PDEs
with control constraints and control actuator faults. The
architecture integrates model-based fault detection, spatially
distributed feedback and supervisory control on the basis of
appropriate reduced-order models that capture the dominant
dynamics of the distributed process. Appropriate fault detec-
tion thresholds and controller reconfiguration criteria were
derived for the implementation of the fault-tolerant control
architecture on the distributed system. Given that the diag-
nostic filter is designed to only detect faults, a residual
exceeding the specified threshold indicates that some fault
has occurred in one or more actuators of the active control
configuration, but does not pinpoint the location of the fault.
This necessitates that the supervisor shut down all the actua-
tors of the current configuration upon fault detection, includ-
ing possibly healthy actuators, and switch to an appropriate
fall-back configuration whose entire set of actuators are well
functioning to ensure fault-tolerance. To avoid the unneces-
sary shut down of healthy actuators, a fault isolation scheme
that identifies the faulty actuators within the active set needs
to be incorporated into the fault-tolerant control architecture.
The ability to distinguish between faults in different actuators
depends to a large extent on the structure of the input opera-
tor, which describes the channels through which the different
actuators affect the process evolution. For spatially distrib-
uted processes, this structure depends on the actuator loca-
tions which provide the designer with an additional degree of
freedom that can be exploited to guide the design of an easy-
to-implement fault isolation scheme. Furthermore, since the
reconfiguration logic developed in43 focuses only on closed-
loop stability, additional performance objectives need to be
incorporated in the selection of the fallback actuators to
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ensure not only stability, but also minimal performance dete-
rioration upon actuator switching.

In this work, we present a methodology for the design of
integrated, model-based fault diagnosis and fault-tolerant
control (FTC) systems for transport-reaction processes, mod-
eled by nonlinear parabolic PDEs with control constraints
and actuator faults. The methodology brings together feed-
back control, fault detection and isolation (FDI), and per-
formance-based supervisory switching between multiple actu-
ator configurations. Initially, model reduction techniques are
used to obtain an approximate, finite-dimensional system that
captures the dominant dynamic characteristics of the PDE
system. The approximate model is used to synthesize, for
each actuator configuration, a stabilizing nonlinear feedback
controller, and characterize its stability region in terms of the
control constraints and actuator locations. The actuator loca-
tions are then chosen, such that the evolution of each domi-
nant mode, in some transformed coordinates, is excited by
only one actuator and decoupled from the rest. Next, a set of
dedicated modal filters, each replicating the fault-free behav-
ior of a given mode using measurements of the other modes,
is constructed, and the discrepancy between the evolution of
the fault-free and actual modes are used as residuals. The
specific way in which the actuators influence each mode
ensures that the residual of each filter is sensitive to faults in
only one actuator, and can, therefore, be used to discern the
fault or health status of that actuator at any given time. Fol-
lowing FDI, a set of switching laws are derived to orches-
trate switching from the faulty actuators to healthy fallbacks
in a way that preserves closed-loop stability, and minimizes
the closed-loop performance deterioration resulting from
actuator faults and subsequent actuator switching. Owing
to the inherent approximation errors in the reduced-order
model, appropriate FDI and control reconfiguration criteria
are derived for the implementation of the fault-tolerant con-
trol structure on the process to prevent false alarms. Using
singular perturbations, the criteria is expressed in terms of
residual thresholds that capture the expected size of each
residual in the absence of faults in its dedicated actuator,
and is linked to the extent of separation between the slow
and fast eigenvalues of the spatial differential operator.
Finally, the integrated control, FDI and reconfiguration meth-
odology is applied to the problem of actuator fault-tolerant
stabilization of an unstable steady-state of a diffusion-reac-
tion process.

Preliminaries

Scope

We consider transport-reaction processes modeled by non-
linear parabolic PDEs of the form

qx
qt

¼ a
q2x
qz2

þb
qx
qz

þ f ðxÞþo
Xl

i¼1

b
kðtÞ
i ðzÞ½ukðtÞi ðtÞþ f kðtÞai

ðtÞ� (1)

� uki;max � u
kðtÞ
i ðtÞ � uki;max; i 2 I ; kðtÞ 2 K (2)

subject to the boundary and initial conditions

cixðZi; tÞ þ di
qx
qz

ðZi; tÞ ¼ 0; i ¼ 1; 2; xðz; 0Þ ¼ x0ðzÞ (4)

where �x(z, t) [ R denotes the state variable, z [ [Z1, Z2] � R
is the spatial coordinate, t [ [0, ?) is the time, f(�x) is a non-
linear function, ui

k is the i-th manipulated input (control actu-
ator) associated with the k-th control configuration, ui,max

k is a
positive real number that captures the size of the constraints
on the i-th actuator of the k-th control configuration, fai

k [ R
denotes a fault in the i-th control actuator of the k-th control
configuration, and k(t) is a discrete variable that takes values
in a finite set K, and denotes which control configuration is
active at any given time. The coefficients a, b, o, ci, di, are
constants with a > 0, and �x0(z) is a smooth function of z.
The function bi

k(z) [ L2(Z1, Z2) is a square integrable function
of z that describes how the control action ui

k(t), is distributed
in the interval [Z1, Z2]. Throughout this article, the notations
|�|, k�k and k�k2 will be used to denote the standard Euclidean
norm, the L2 norm associated with a finite-dimensional Hil-
bert space, and the L2 norm associated with an infinite-
dimensional Hilbert space, respectively. The order of magni-
tude notation O(e) will also be used. In particular, d(e) ¼
O(e) if there exist positive real numbers, k1 and k2, such that
|d(e)| � k1|e|, V |e| � k2. Finally, the notation x(Tþ) denotes
the limit of the trajectory x(t), as T is approached from the
right, that is, xðTþÞ ¼ limt!Tþ xðtÞ.

Introducing the infinite-dimensional state space H ¼
L2(Z1, Z2), with inner product and norm

ðo1;o2Þ ¼
Z Z2

Z1

o1ðzÞo2ðzÞsðzÞdz; ko1k2 ¼ ðo1;o1Þ
1
2 (5)

where o1, o2 are two elements of L2(Z1, Z2), and s is an
appropriate weighting function, the PDE of Eqs. 1–4 can be
formulated as an infinite-dimensional system of the form

ẋ ¼ Axþ Bkðuk þ f ka Þ þ f ðxÞ; xð0Þ ¼ x0 (6)

where x(t) ¼ �x(z, t), t > 0, Z1 < z < Z2, is the state function
defined on H, A is the differential operator defined as

Af ¼ a
d2f
dz2

þ b
df
dz

; Z1 < z < Z2

where fð�Þ; dfdz are absolutely continuous on (Z1, Z2), with the
following dense domain

DðAÞ ¼
�
f 2 L2ðZ1; Z2Þ : Af 2 L2ðZ1; Z2Þ;

cifðZiÞ þ di
df
dz

ðZiÞ ¼ 0; i ¼ 1; 2

�

Bk is the input operator defined as

Bkðuk þ f ka Þ ¼ o
Xl

i¼1

bki ð�Þ½uki þ f kai �

where uk ¼ [u1
k u2

k ��� ulk]0 and fa
k ¼ [fa,1

k fa,2
k ��� fa,1k ]0, f(x(t)) ¼

f(�x(z, t)) is locally Lipschitz and satisfies f(0) ¼ 0, and x0
¼ �x0(z). For A, the eigenvalue problem is defined as Afj ¼
ljfj, j ¼ 1, . . . ,?, where lj denotes an eigenvalue, and fj

denotes an eigenfunction. The eigenspectrum of A,
denoted by s(A), is defined as the set of all eigenvalues of
A, that is, s(A) ¼ {l1, l2, . . . }. For highly-dissipative PDEI :¼ f1; 2;:::; lg; K :¼ f1; 2;:::;Ng; l;N < 1 (3)
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systems, the eigenspectrum of A can be partitioned into a
finite part consisting of m slow eigenvalues, and a stable infi-
nite complement containing the remaining fast eigenvalues,
and the separation between the slow and fast eigenvalues of
A is large. These properties are stated precisely in Assump-
tion 1,44 and are satisfied by the majority of diffusion-con-
vection-reaction processes.24,25,28

Assumption 1:

1. Re{l1} � Re{l2} � ��� � Re{lj} � ���, where Re{lj}
denotes the real part of lj.

2. s(A) can be partitioned as s(A) ¼ s1(A) þ s2(A),
where s1(A) consists of the first m (with m finite) eigenval-
ues, that is, s1(A) ¼ {l1, . . . , lm}, and

jRefl1gj
jReflmgj ¼ Oð1Þ.

3. Re{lmþ1} < 0 and jReflmgj
jReflmþ1gj ¼ OðeÞ where e < 1 is a

small positive number.

Problem formulation and solution methodology

Consider the system of Eqs. 1–4 (and its abstract evolution
equation in Eq. 6), for which N distinct control actuator configu-
rations are available for possible use in feedback control. Each
control configuration consists of l constrained control actuators
placed at different locations, xi

k, i ¼ 1,..., l, across the spatial do-
main. The vector of actuator locations in the k-th configuration
will be denoted by xk ¼ [x1

k x2
k ��� xlk]0. While a given actuator

may belong to more than one control configuration, no two con-
trol configurations share the same exact set of actuators. At any
given time, only one actuator configuration is to be active for
control, while the rest are kept dormant. We assume that opera-
tion starts using a given control configuration, and that, at some
unknown time, a fault occurs in one or more actuators in this con-
figuration. We also assume that direct measurements of the
manipulated inputs are not available. The problems under consid-
eration include how to detect that a fault has occurred, how to
identify the faulty actuators in the operating configuration, and
how to determine which of the available fallback actuator config-
urations should be activated to maintain closed-loop stability and
minimize the deterioration in the process performance. To
address these problems, we formulate the following objectives:
1. Initially, model reduction techniques are employed to
derive a finite-dimensional system that captures the dominant
dynamic characteristics of the infinite-dimensional system of
Eq. 6.
2. Then, the approximate finite-dimensional system is used to
synthesize, for each control configuration, a stabilizing nonlinear
feedback controller that accounts for actuator constraints, and ex-
plicitly characterize its constrained stability region.
3. Next, a set of dedicated FDI filters that replicate the fault-
free behavior of the approximate finite-dimensional closed-
loop system are designed. Appropriate FDI thresholds are
derived, using singular perturbation techniques, to discrimi-
nate between faults and approximation errors.
4. Finally, switching laws are devised to orchestrate the transi-
tion from the faulty actuators to well-functioning fallbacks in a
way that respects the control constraints, maintains closed-loop
stability and minimizes closed-loop performance losses.

Illustrative example: a diffusion-reaction process

In this section, we introduce a diffusion-reaction process
example that will be used throughout the article to illustrate

the design and implementation of the fault diagnosis and
fault-tolerant control strategies to be presented in the next
two sections. To this end, consider a long, thin catalytic rod
in a reactor. The reactor is fed with pure species A, and a
zeroth-order exothermic reaction of the form A ? B takes
place on the rod. Since the reaction is exothermic, a cooling
medium in contact with the rod is used for cooling. Under
standard modeling assumptions, the spatiotemporal evolution
of the dimensionless rod temperature is described by the fol-
lowing parabolic PDE

qx
qt

¼ q2x
qz2

þ bT exp
�
� g
1þ x

�

þ bU
�Xl

i¼1

biðzÞ½uiðtÞ þ faiðtÞ� � x
�
� bTe

�g ð7Þ

subject to the boundary and initial conditions

xð0; tÞ ¼ 0; xðp; tÞ ¼ 0; xðz; 0Þ ¼ x0ðzÞ (8)

where x denotes the dimensionless rod temperature, bT
denotes a dimensionless heat of reaction, g denotes a dimen-
sionless activation energy, bU denotes a dimensionless heat
transfer coefficient, ui(t) denotes the i-th manipulated input,
fai(t) denotes the fault in the i-th actuator, and bi(z) denotes
the i-th actuator distribution function. The following typical
values of the process parameters are used: bT ¼ 50.0, bU ¼
2.0, g ¼ 2.0.

For these values, it can be verified that the operating
steady-state x(z,t) ¼ 0 is unstable (the linearized model
around the zero steady-state has three positive eigenvalues).
The control objective is to stabilize the rod temperature pro-
file at this unstable, spatially-uniform steady-state by manipu-
lating the temperature of the cooling medium in the presence
of actuator constraints and faults. To achieve this objective, a
total of six-point actuators (xA ¼ p/2, umax

A ¼ 1.5), (xB ¼ p/3,
umax
B ¼ 1.7), (xC ¼ p/6, umax

C ¼ 1.7), (xD ¼ 3p/4, umax
D ¼

4.0), (xE ¼ 2p/3, umax
E ¼ 4.2), (xF ¼ p/16, umax

F ¼ 1.0), are
assumed to be available. Only three actuators, however, are
to be active at any given time, while the other three are
kept dormant. We assume that operation starts using actua-
tors (A, B, C), and that at some unknown time, a fault occurs
in one or more actuators in this configuration. The problems
under consideration include how to detect that a fault has
occurred in the operating configuration, how to identify the
faulty actuators, and how to determine which of the fallback
actuators (D, E, F) should be activated to maintain closed-
loop stability and minimize the deterioration in the process
performance.

In the next section, we begin to address the problem by
applying Galerkin’s method to the system of Eq. 6 and deriv-
ing an approximate finite-dimensional system to be used as
the basis for the design of the fault diagnosis and fault-toler-
ant control architecture.

Derivation of a Reduced-Order Model

Let Hs, Hf be modal subspaces of the operator A, defined
as Hs ¼ span{f1, f2, . . . ,fm} and Hf ¼ span{fmþ1,
fmþ2, . . .} (the existence of Hs, Hf follows from Assump-
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tion 1). Defining the orthogonal projection operators Ps and
Pf such that xs ¼ Psx, xf ¼ Pfx, the state x of the system of
Eq. 6 can be decomposed as x ¼ xs þ xf ¼ Psx þ Pfx.
Applying Ps and Pf to the system of Eq. 6, and using the
earlier decomposition for x, the system of Eq. 6 can be
rewritten in the following equivalent form

dxs
dt

¼ Asxs þ Bk
sðuk þ f ka Þ þ fsðxs; xf Þ; xsð0Þ ¼ Psx0 (9)

dxf
dt

¼ Af xf þ Bk
f ðuk þ f ka Þ þ ff ðxs; xf Þ; xf ð0Þ ¼ Pf x0 (10)

where As ¼ PsA, Bs ¼ PsB, fs ¼ Psf, Af ¼ PfA, Bf ¼ PfB,
and ff ¼ Pf f. In Eq 9, As is a diagonal matrix of dimension
m � m of the form As ¼ diag{lj}, fs(xs, xf) and ff(xs, xf) are
Lipschitz nonlinear functions, and Af is an unbounded differ-
ential operator which is exponentially stable (following from
Assumption 1, part 3, and the selection of Hs, Hf). In the re-
mainder of this article, we will refer to the systems of Eqs.
9–10 as the slow and fast subsystems, respectively. Neglect-
ing the fast and stable infinite-dimensional xf -subsystem of
Eq. 10, the following approximate, m-dimensional slow sys-
tem is obtained

dxs
dt

¼ Asxs þ Bk
sðuk þ f ka Þ þ fsðxs; 0Þ (11)

where the bar symbol in �xs denotes that these variables are
associated with a finite-dimensional system. The system of
Eq. 11 will be referred to as the reduced system.

In the next two sections, we present an integrated FDI-
FTC architecture that brings together fault detection, isola-
tion and control actuator reconfiguration to address the
objectives outlined in the problem formulation subsection.
To highlight the main features of this architecture, we begin
in the next section by discussing the design methodology of
the main components of the FDI-FTC architecture on the
basis of the finite-dimensional approximate model of Eq.
11. We then turn in the following section to address the
practical implementation issues that arise when the FDI-
FTC architecture is implemented on the infinite-dimensional
system of Eq. 6. To simplify the presentation of our results,
we will consider only the state feedback control problem
where the state, x(z, t), is assumed to be available for mea-
surement at all locations, z [ [Z1, Z2], and for all times.
Results on the output feedback control problem can be
found in.45

Integrated FDI-FTC Structure using the
Reduced-Order Model

The main components of the FDI-FTC architecture include
the feedback controllers, the FDI filters and a high-level
supervisor. Following is a discussion of how each component
is designed on the basis of the reduced-order model of Eq.
11 that approximates the dominant dynamics of the infinite-
dimensional system of Eq. 6.

Feedback controller synthesis

Referring to the system of Eq. 11, the objectives of this
step are to: (a) synthesize, for each actuator configuration, a

stabilizing feedback controller that respects the control con-
straints, and (b) explicitly characterize the stability region
associated with each controller in terms of the constraints
and the actuator locations. There are several controller design
methods that can be used to meet these objectives (for exam-
ple,33,46,47). For the sake of generality, we will not limit the
discussion to any particular controller design method.
Instead, we will assume that the desired controllers have al-
ready been synthesized, and their stability regions explicitly
characterized (see 41 and the simulation example at the end
of this section for how to obtain explicit expressions for the
controllers and their stability regions).

Assumption 2: For each k [ K, there exist: (1) bounded
feedback control laws of the general form

uki ¼ piðxs; uki;max; x
kÞ; i ¼ 1; :::; l (12)

where pi(�) is a nonlinear function and xk is the vector denot-
ing the spatial placement of the control actuators, and (2) a
set �Os

k(umax
k , xk): ¼ {�xs [ Hs : k�xsk � ds} such that |ui

k| �
ui,max
k for all xs [ �Os

k(umax
k , xk) and the origin of the closed-

loop system of Eqs. 11–12 is exponentially stable for all
�xs (0) [ �Os

k(umax
k , xk), where p(�) ¼ [p1(�) p2(�) ��� pl(�)]0 and

umax
k ¼[u1,max

k u2,max
k ��� u1,max

k ]0.
Remark 1: Note that the feedback control laws for the

different actuator configurations share the same structure, and
differ only in where the control action is applied. Further-
more, owing to the dependence of the control action on the
actuator locations, the presence of control constraints
imposes fundamental limitations on where the actuators can
be placed to achieve stabilization from a given initial condi-
tion. For a given initial condition, �Ok

s characterizes the set of
admissible actuator locations. Alternatively, for a fixed actua-
tor location, �Ok

s describes the feasible initial conditions.
Knowledge of the feasible initial conditions and actuator
locations is necessary not only for stabilization under a given
control configuration, but also for the design of the control
actuator reconfiguration logic that needs to be implemented
by the supervisor in the event of faults (see the subsection
on stability and performance-based actuator reconfiguration).

Design of dedicated fault detection and isolation filters

The ability to distinguish between faults in different actua-
tors depends to a large extent on the structure of the input op-
erator which determines the channels through which the differ-
ent actuators affect the evolution of the states. For spatially
distributed processes, this structure depends on the spatial
locations of the actuators, which provide the designer with an
additional degree of freedom that can be exploited to guide
the design of an easy-to-implement fault isolation scheme.

The central idea behind the FDI scheme presented here is to
select the actuator locations in a manner that gives the input
operator a specific structure that lends itself to easy fault isola-
tion via a bank of dedicated FDI filters. Specifically, the actua-
tor locations are chosen such that the evolution of each slow
mode, in appropriately chosen transformed coordinates, is
excited by only one actuator, and is decoupled from the rest.
A filter can then be designed for each mode such that its resid-
ual is sensitive to only one actuator. This allows for complete
fault isolation. In order to illustrate the main idea behind the
design of the FDI filters, we will impose the following assump-
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tion on the system of Eq. 11 (see Remark 6 for a discussion on
how this assumption can be relaxed).

Assumption 3: ‘ ¼ m and the inverse of the input opera-
tor, B�1

s , exists.
The requirement that ‘ ¼ m, which is met by having the

number of actuators equal to the number of slow modes,
ensures that the reduced-order system of Eq. 11 has as many
states as it has manipulated inputs (that is, has a square struc-
ture). This, together with an appropriate selection of the actu-
ator locations, ensures the existence of the inverse input op-
erator B�1

s . The invertibility of the input operator, in turn,
guarantees the existence of an invertible, bounded operator
T k

s such that T k
s Bk

s ¼ Dk
s, where Dk

s is a diagonal operator.
For simplicity, and without loss of generality, we will choose
Dk
s to be the identity operator on Hs. Consider now the trans-

formation �vs ¼ T k
s �xs, which transforms the approximate sys-

tem of Eq. 11 into the following form

dvs
dt

¼ AsT k�1

s vs þ T k
sBk

sðuk þ f ka Þ þ fsðT k�1

s vs; 0Þ

:¼ f sðvsÞ þ Dk
sðuk þ f ka Þ ð13Þ

where fs (vs) ¼ AsT k�1

s vs þ fs (T k�1

s vs, 0). We will refer to
the system of Eq. 13 as the transformed reduced system. To
reveal the specific structure that this system possesses, we
can further decompose the transformed approximate slow
state vs (t) as

vsðtÞ ¼ vs1ðtÞ þ vs2ðtÞ þ � � � þ vsmðtÞ (14)

where �vsi(t) :¼ Psi
�vs(t) [ Hsi

¼ span{fi}, i ¼ 1, . . . ,m, is the
state of a one-dimensional (1-D) system, describing the evo-
lution of the i-th transformed slow mode, and Psi

is the or-
thogonal projection operator that projects vs(t) [ Hs onto vsi
[ Hsi. Using this decomposition, the system of Eq. 13 can be
written as

dvsi
dt

¼ f siðvsÞ þ Dk
si
ðuk þ f ka Þ; i ¼ 1; 2; . . . ;m (15)

where Dk
si ¼ PsiT

k
s Bk

s ¼ PsiT
k
s PsBk, fsi ¼ Psi fs. Using the de-

finition of Dk
si
and recalling that Bkuk ¼

Pm
i¼1 b

k
i ðzÞuki , the

evolution equation for the i-th transformed slow mode can be
written as

dvsi
dt

¼ f siðvsÞ þ PsiT k
sPs

Xm
j¼1

bkj ðzÞ½ukj þ f kaj �

¼ f siðvsÞ þ PsiT k
sPsb

k
i ðzÞ½uki þ f kai � ð16Þ

for i ¼ 1, . . . ,m, where we have used the fact that PsiT
k
sPsb

k
j (z)

¼ 0 for j 6¼ i due to the diagonal structure of the operator T k
sBk

s.
Actuator FDI in the reduced system of Eq. 11 can now be
accomplished by constructing the following set of dedicated
FDI filters

dwi

dt
¼ f siðwi; ½vs�iÞ þ PsiT k

sPsb
k
i ðzÞpiðwi; ½vs�i; uki;max; x

kÞ;

riðtÞ ¼ kwiðtÞ � vsiðtÞk ð17Þ

for i ¼ 1, . . . ,m, where wi [ Hsi is the state of the i-th filter, ri
is the residual, and the notation [vs]

i denotes the set of all
transformed states except the i-th one, that is, [vs]

i ¼ {vsj, j

6¼ i,j ¼ 1, . . . ,m}. Proposition 1 formalizes the proposed FDI
scheme and states its main properties. The proof of this prop-
osition can be found in the Appendix.

Proposition 1: Consider the approximate, finite-dimen-
sional closed-loop system of Eqs. 11–12, for which Assump-
tion 3 is satisfied, with k(0) ¼ j [ K. Consider also the sys-
tems of Eqs. 16–17 with wi(0) ¼ vsi(0), i ¼ 1, . . . ,m. Let Tdi
be such that fai

j (t) : 0 for all 0 � t < Tdi, for all i ¼
1, . . . , m. Then ri(Tdi

þ) > 0 if and only if fai
j (Tdi) 6¼ 0.

Remark 2: Each filter in Eq. 17 provides an estimate of
the expected closed-loop behavior of the i-th slow mode
of the transformed reduced system in the absence of faults in
the i-th actuator. Therefore, when the filter state is initialized
at the same value as the corresponding mode (within the sta-
bility region of the active control configuration), the evolu-
tion of wi(t) will be identical to �vsi(t), and, hence, �ri(t) ¼ 0,
in the absence of faults in the i-th actuator. This ensures that,
for all times, the i-th residual is sensitive only to faults in
the i-th actuator and not to initialization errors. In the pres-
ence of faults, the effect of the fault is registered by a
change in the evolution of �vsi, but not in that of wi (since the
filter state dynamics include only the computed control
action, ui

k, and not the implemented control action, (ui
k þ

fai
k ). This change is detected by a nonzero value of ri(t), and
declared as a fault in the i-th actuator. Note that both partial
and complete actuator failures can be detected and isolated
in this manner.

Remark 3: The judicious selection of the locations of the
control actuators to ensure the invertibility of the input oper-
ator Bk

s, is critical to the development of the filter-based fault
isolation scheme presented in Eq. 17. The invertibility (or
pseudo-invertibility in the case of a nonsquare system-see
Remark 6) of the input operator ensures modal controllability
of all the dominant (slow) modes of the infinite-dimensional
system. For a given mode, modal controllability is a measure
of the total control authority of all actuators at the chosen
locations over that mode (for example, see36,48). Zero modal
controllability of a given mode, for a specific actuator spatial
placement, implies that none of the controllers has any
authority over that mode. Thus, invertibility of the input op-
erator guarantees that the modal controllability for each
mode is nonzero; that is, at least one controller has some
authority over a given mode. This is also consistent with the
notion of approximate controllability for the class of PDEs
with Riesz-spectral operators.49 Beyond modal (and approxi-
mate) controllability, invertibility of the input operator
ensures that the different controllers exert their authority
through linearly-independent channels. This in turn allows
transforming the reduced system into the diagonal form of
Eq. 16, which is more amenable to FDI designs. In the trans-
formed form, each slow mode is directly excited by only one
input (actuator), and, therefore, the evolution of the state of
the i-th filter is driven by the i-th actuator only and
decoupled from the rest of the actuators. Consequently, the
residual of the i-th filter reflects the fault or health status of
the i-th actuator only, and is insensitive to faults that may
occur in the other actuators in the sense that it will return a
zero value even if the other actuators are faulty, as long as
the i-th actuator itself is well functioning. The end result is a
set of m FDI filters whose residuals are dedicated to identify-
ing faults in the different actuators. To determine the fault or

AIChE Journal June 2007 Vol. 53, No. 6 Published on behalf of the AIChE DOI 10.1002/aic 1523



health status of a given actuator, one needs to simply look at
the residual of the filter driven by this actuator.

Remark 4: The result of Proposition 1 guarantees that a
fault in a given actuator is detected and isolated as soon as it
occurs in the reduced system. Timely FDI enhances the abil-
ity of the control system to recover from failures through
control system reconfiguration. Note also that since each re-
sidual is dedicated to only one actuator, the FDI scheme
allows the complete isolation of both single and multiple
faults that may occur simultaneously in different actuators.

Remark 5: The FDI filters of Eq. 17 differ from the filter
design presented in43 in two important ways. First, each filter
in Eq. 17 is driven by only one actuator and is, therefore, ca-
pable of both fault detection and isolation, while the filter
in43 is driven by all the actuators and, is thus, capable of
fault detection only. Another important difference is the fact
that the filter in43 only simulates (starting from a given initial
condition) the fault-free behavior of the reduced closed-loop
system, and, thus, requires no knowledge of the evolution of
the approximate slow modes for implementation. In contrast,
each filter in Eq. 17 relies on measurements, not simulated
values, of all but the i-th approximate slow mode to generate
an estimate of the fault-free evolution of wi. The reason that
the actual (in lieu of the simulated) behavior of the slow
modes is needed in implementing the FDI scheme has to do
with the coupling between the different modes brought about
by the presence of the nonlinear terms, as well as the
requirement that each filter be dedicated to a single input
only. To understand this point, note that even though an ac-
tuator, say j 6¼ i, does not directly enter the evolution equa-
tion of the i-th slow mode, a fault in actuator j can still influ-
ence the i-th slow mode by influencing the j-th mode, which
in turn influences i-th mode through the coupling terms fsi(�)
and pi(�). By using measurements of the j-th mode in the i-th
filter equation, we ensure that, even if there are faults in ac-
tuator j influencing the behavior of that mode, the (possibly
faulty) evolution of mode j affects both wi, and the i-th slow
mode in exactly the same way, thus, making the residual of
the i-th filter insensitive to faults in all, but the i-th, actuator.

Remark 6: It should be noted that the requirements of
Assumption 3 are only sufficient, and not necessary, to be
able to construct the dedicated FDI filters of Eq. 17. As
explained in Remark 3 previously, the main idea behind the
FDI scheme is to first transform the reduced system into a di-
agonal form, where each state is driven by only one input.
While such a transformation is most transparent under the
conditions of Assumption 3, it is still possible to find such a
transformation even if the reduced system has an unequal
number of states and inputs, and the inverse of the input op-
erator is undefined. To illustrate this point by means of a
concrete example, one may conceptually think of the abstract
input operator as a matrix, and consider the case where the
reduced system has fewer inputs than it has states, that is ‘
< m. If the input matrix has full column rank (which can be
ensured by appropriate selection of the actuator locations),
then it is possible to define the pseudo-inverse (or left
inverse) of Bs as Bs

þ ¼ (B0
s Bs)

�1B0
s, and then use the trans-

formation matrix Ts ¼ Bs
þ which, when applied to the

reduced system, yields Ts Bs ¼ Bs
þBs ¼ (B0

s Bs)
�1B0

s Bs ¼ I,
and ensures that the input matrix of the transformed system
is the identity matrix.

Stability and performance-based actuator
reconfiguration

Having detected and isolated the faults in the operating con-
trol configuration, the supervisor needs to select and activate
appropriate fallback actuators in place of the faulty ones. A
primary requirement for the fallback actuator configuration is
to preserve closed-loop stability. However, since changing the
actuator locations alters the closed-loop performance obtained
prior to the faults, it is desirable to incorporate a performance
criterion in the control reconfiguration logic, whereby the
supervisor chooses fallback actuators that not only preserve
closed-loop stability but also minimize the deterioration in the
closed-loop performance resulting from actuator failure and
subsequent actuator switching. To this end, we consider, for
each of the fallback actuator configurations, the following
measure of performance deterioration based on the finite-
dimensional approximate system of Eq. 11

�JsðxkÞ ¼
Z 1

�Tdi

ðesðt; xkÞ;Qsesðt; xkÞÞ
�

þ eTu ðxsðtÞ; xkÞReuðxsðtÞ; xkÞ
�
dt ð18Þ

where Tdi is the time of fault detection, es(t) :¼ xs(t; xs(Tdi),
xk(

�Td
i
)) � xs(t;xs(Tdi), x

k(Tdi
)), where xs (t; xs(Tdi), x

k( �Tdi)), is the
response of the approximate closed-loop system obtained
under the fallback configuration xk(

�Tdi
), to be activated after

fault detection, xs(t; xs(Tdi), x
k( �Tdi

), is the response of the ap-
proximate closed-loop system that would be obtained in the
absence of faults in the operating control configuration, xk(

�Td),
eu(t) : ¼ p(xs(t), umax

k, xk(Tdi
)) � p(x(t)s, umax

k , xk(
�Td)) is the dis-

crepancy between the two control actions, Qs is a coercive op-
erator, and R is a positive definite matrix. The cost functional
of Eq. 18 imposes penalties on the deviation of the closed-
loop response, and control action resulting from switching ac-
tuator locations. Selecting an actuator configuration that mini-
mizes this cost to replace the faulty actuator configuration
results in a post-fault closed-loop performance that best
matches (from among the candidate fall-back configurations)
the original (that is, pre-fault) closed-loop performance that
would have been obtained in the absence of faults.

Theorem 1 that follows describes how the feedback con-
trol, FDI, and actuator reconfiguration tasks are integrated to
ensure fault-tolerance in the closed-loop reduced system. The
proof can be found in the Appendix.

Theorem 1: Consider the approximate, finite-dimensional
closed-loop system of Eqs. 11–12 with k(0) ¼ j [
K and �xs 2 �O

j
s ðujmax xjÞ. Consider also the systems of Eqs.

16–17 with wi(0) ¼ vsi(0). Let Tdi :¼ min{t : �ri(t) >
0} for some i ¼ 1, . . . ,m. Furthermore, let
D :¼ fn 6¼ j : xsð �TdiÞ 2 �On

sðunmax; x
nÞ; xna ¼ xja; a 6¼ ig and let

xm ¼ argminn2D �JsðxnÞ. Then the switching rule given by

kðtÞ ¼
j; 0 � t < �Tdi
m; t � �Tdi

( )
(19)

exponentially stabilizes the origin of the closed-loop system.
Remark 7: The result of Theorem 1 can be understood

using the following step-wise algorithm:
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� Initialize the closed-loop system of Eqs. 11–12 using the
actuators of control configuration j and an initial condition,
xs(0), that belongs to its stability region, �Oj(umax

j xj).� � Initi-
alize the FDI filters of Eq. 17 at the same initial conditions
for the transformed system of Eq. 16, wi(0) ¼ vsi(0), i ¼
1, . . . , m.
� Monitor the evolution of the reduced closed-loop system,

xs(t), and the FDI filters, wi(t). At the earliest time that one
or more filter returns a nonzero residual, a fault is declared
by the supervisor in the corresponding actuator(s).
� At the time of FDI, the supervisor performs the following

tasks:
– Determine, from among the N � 1 available dormant

configurations, the set of fallback configurations D, that: (1)
share the same set of healthy actuators with the operating
configuration j, and (2) whose stability regions contain xs at
the time of fault detection.
– For each configuration in the set D, evaluate the cost-to-

go of Eq. 18 to determine the configuration m, that results in
the least performance deterioration when activated.
� Finally, activate actuator configuration m to preserve

closed-loop stability and ensure fault-tolerance.
Remark 8: Owing to its dependence on the fault detection

time (which is unknown prior to process startup), the cost-to-go
of Eq. 18 cannot be computed a priori. It can only be evaluated
on-line after the faults have been detected and isolated. This
task can then be achieved by running fast simulations of the
reduced closed-loop system under the different candidate fall-
back actuator configurations to compare their respective per-
formances and choose the optimal configuration. While the on-
line computations required to evaluate the costs may introduce
delays between the time faults are detected and the time the
actuators are re-configured, such delays can be minimized by:
(1) using computationally-efficient simulation tools that require
minimum computational time and allow for making a timely
determination of the optimal fallback configuration, and (2)
designing the fallback configurations in a way that enhances
their robustness against actuator switching delays. The latter
approach can be realized by enlarging the stability regions of
the fallback configurations (through appropriate selection of
ukmax x

k), so as to minimize the possibility of having the state
escape the stability regions during the delay period, while the
closed-loop system is evolving under the faulty actuators.

Remark 9: The actuator reconfiguration strategy described
in Theorem 1 differs from the one proposed in43 in two
ways. The first is that it accounts not only for closed-loop
stability but also accommodates performance considerations
in the selection of the fallback configuration. The other im-
portant difference is that, owing to the added fault isolation
capability built into the fault-tolerant control design pre-
sented here, it is no longer necessary for the supervisor to
shut down all the actuators of the faulty configuration upon
fault detection as was the case in43 where the filters were
designed to only detect faults. Instead, the supervisor can
now identify the faulty actuators in a given configuration by
examining the individual residuals and replace only the
faulty actuators, while keeping the healthy actuators of the
operating configuration active. This is the reason that Theo-
rem 1 limits the search among all possible fallback configu-
rations to ones that share the same set of healthy actuators
with the faulty configuration (xa

n ¼ xa
j , a 6¼ i).

Remark 10: The successful implementation of the actua-
tor reconfiguration law (which is the mechanism that enfor-
ces fault-tolerance) requires knowledge of the stability
regions (that is, the sets of stabilizing initial conditions) asso-
ciated with the fallback actuator configurations. Since exact
computation of the entire stability region for a constrained
nonlinear control system is in general not possible, it is im-
portant to select methods that provide sufficiently large (that
is, nonconservative) estimates of the stability regions in order
to avoid limiting the operating regions where recovery from
faults is possible. An estimate that does not capture the sta-
bility region very well may result in excluding possibly feasi-
ble points in the state space (from where fault-tolerance can
be guaranteed), and, thus, exclude viable backup actuator
configuration candidates leading to unnecessary shut down of
the process. Examples of available methods for estimating
the size of the stability region include constructive proce-
dures, such as Zubov’s method50 and level-set methods using
a combination of several control Lyapunov functions (see,
for example,51).

Application to a reduced-order model of a
diffusion-reaction process

In this section, we demonstrate how the theoretical results
presented so far can be used to design an integrated FDI-
FTC scheme for the diffusion-reaction process of Eqs. 7–8,
on the basis of an appropriate reduced-order model that cap-
tures the dominant dynamics of the PDE. We also present
computer simulations that illustrate the application of this
scheme to the reduced-order model. The feasibility of imple-
menting the reduced-order model based FDI-FTC scheme on
a sufficiently high-order discretization of the PDE is analyzed
in detail at the end of the next section.

To derive a finite-dimensional approximate model of the
process, we first note that the linearization of the PDE of Eq.
7–8 around the spatially uniform steady-state, x(z,t) ¼ 0,
possesses three unstable eigenvalues. Therefore, we consider
the first three eigenvalues to be the dominant ones and use
standard Galerkin’s method to derive the following third-
order model that describes the approximate temporal evolu-
tion of the amplitudes of the first three eigenmodes

�̇a ¼ Fð�aÞ þ GðxÞ½uþ fa� (20)

where a ¼ [a1 a2 a3]
0, u ¼ [u1 u2 u3]

0, fa ¼ ½fa1 fa2 fa3�0, F(�) ¼
[F1(�) F2(�) F3(�)]0, Fi ¼ liai þ fi(a), G is a matrix whose i-th
row is of the form bU[fi(xA) fi(xB) fi(xC)], xsðtÞ :¼P3

i¼1 �aiðtÞfið�Þ, li and fi are, respectively, the i-th eigenvalue

and i-th eigenfunction of the spatial differential operator,
which are obtained from the solution of the eigenvalue problem
given by

li ¼ �i2; fiðzÞ ¼
ffiffiffi
2

p

r
sinðizÞ; i ¼ 1; . . . ;1

The nonlinear function fi is given by fi(a) ¼ (f̃i(a), fi(z)), where
f̃i(a) ¼ �bUSi¼1

3 aifi(z) � bTe
�g þ bT exp(�g/(1 þ S3i¼1

aifi(z))), i ¼ 1,2,3.
The origin of the system of Eq. 20 with u : 0 and fa :

0, is unstable, and the control objective is to stabilize it in
the presence of control constraints and faults. To achieve this
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objective, we synthesize a bounded Lyapunov-based control-
ler of the form

u ¼ �
L	FV þ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ðL	FVÞ

2 þ ðumaxjðLGVÞ0jÞ4
q

jðLGVÞ0j2 1þ
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1þ ðumaxjðLGVÞ0jÞ2

q� 	
8>>>>>>>>>>:

9>>>>>>>>>>;ðLGVÞ0

(21)

where V ¼ a0Pa and

P ¼
20:4122 0:0723 0:3909
0:0723 30:973 �5:1751
0:3909 �5:1751 63:4094

2
4

3
5

is a positive-definite matrix, LF
* V ¼ LFV þ rjaj2, LFV ¼P3

i¼1
qV
q�ai

Fið�a1; �a2; �a3Þ is the Lie-derivative of V along the

vector field F, r ¼ 0.0001, LGV ¼ [Lg1V Lg2V ��� LgmV],

LgiV ¼
P3

j¼1
qV
q�aj

gij, and gi is the i-th column of the matrix G.

For a given choice of actuator locations and constraints, an
estimate of the set of stabilizing initial conditions (stability
region) is then obtained by constructing the invariant set:
�O(umax,x) ¼ {a [ R3 : V(a) � cmax and L*FV �
umax|(LGV)

0|}, for some cmax > 0 (see33 for further details on
the controller synthesis and the characterization of the stabil-
ity region). It was verified that starting from the initial condi-

tion a(0) ¼ [0.18 0.2 0.2]0 (which belongs to the stability
region of configuration (A, B, C)), the controller successfully
stabilizes the states at the desired steady-state in the absence
of faults. To design a set of dedicated FDI filters for the sys-
tem of Eq. 20, we use the transformation v ¼ G�1(x)a to
obtain the following transformed system

�̇vi ¼ wið�v1; �v2; �v3Þ þ uið�v1; �v2; �v3Þ þ fai ; i ¼ 1; 2; 3 (22)

where v ¼ [v1 v2 v3]
0, w(�) ¼ [w1(�) w2(�) w3(�)]0 ¼ G�1F(Gv).

The explicit forms of the functions wi(�), i ¼ 1, 2, 3, are
omitted for brevity. The FDI filters and their residuals are
given by

�̇wi ¼ wið�wi; ½�v�iÞ þ uið�wi; ½�v�iÞ; �riðtÞ ¼ j�wiðtÞ � �viðtÞj (23)

where [v]i ¼ {vj, j ¼ 1,2,3, j 6¼ i}. To demonstrate how the
integrated FDI-FTC scheme works, we initialize the closed-
loop system at a(0) ¼ [0.18 0.2 0.2]0 using actuator configu-
ration (A,B,C), and initialize the filters at wi(0) ¼ vi(0), for
i ¼ 1,2,3. At t ¼ Tf1 ¼ 0.3, actuator C experiences total
failure (see the solid line in Figure 1b). As shown in the
residuals profiles in Figure 1c–1e this failure is detected and
isolated immediately by the supervisor since it causes the
residual dedicated to actuator C, r3, to become nonzero at
Td1 ¼ 0.302, while not affecting the other two residuals,
thus, indicating that actuators A and B are healthy at that

Figure 1. Evolution of: (a) the closed-loop states of the reduced-order system, (b) the manipulated inputs, and (c)–
(e) the FDI filter residuals, when actuator C fails at t ¼ 0.3, and actuator D is activated immediately.

The solid and dotted lines in (b) describe the manipulated input profiles for actuators C and D, respectively.
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time. Notice that prior to the failure, all residuals have zero
values and that, after FDI, the residuals are reinitialized (to
allow FDI of possible future faults). Following FDI, the
supervisor needs to decide which backup actuator (D, E, or
F) is suitable for use in place of actuator C. By tracking the
state over time, it was verified that a(Td1) lies inside the sta-
bility regions of configurations (A, B, D) and (A, B, E), and
outside the stability region of configuration (A, B, F). To
decide which of the two feasible configurations (A, B, D) or
(A, B, E) should be activated, Eq. 18 is used to evaluate and
compare the costs incurred by implementing each configura-
tion. The costs were found to be �Js ¼ 1.823 for configura-
tion (A, B, E), and Js ¼ 1.684 for configuration (A, B, D).
Based on this finding, the supervisor activates actuator D to
ensure both closed-loop stability and minimal deterioration
in the closed-loop performance. The resulting closed-loop
state and manipulated input profiles are shown in Figure 1a–
1b.

Implementation of Integrated FDI-FTC
Structure on the Infinite-Dimensional System

Having designed the various components of the FDI-FTC
architecture on the basis of the reduced-order model, we pro-
ceed in this section to characterize how each component is
implemented and the modifications that need to be made in
order to ensure the desired stability and performance proper-
ties in the infinite-dimensional closed-loop system.

Feedback controller implementation

Proposition 2 that follows characterizes the stability prop-
erties of the state feedback controllers of Eq. 12 when imple-
mented on the infinite-dimensional system of Eqs. 9–10. The
proof, which relies on formulating the infinite-dimensional
closed-loop system as a singularly perturbed system and ana-
lyzing its stability properties, is conceptually similar to the
proof of Theorem 1 in33 and is omitted for brevity.

Proposition 2: Consider the system of Eqs. 9–10, for a fixed
k [ K, under the feedback control law uk ¼ p(xs, u

k
max, x

k),
where p(�) was defined in Assumption 2. Then given any ds

k >
0 such that the set Os

k :¼ {xs [Hs : kxsk � ds
k} � �Ok

s , where
�Os
k

was defined in Assumption 2, and given any df
k > 0, there

exists a positive real number, e*, such that if e [ (0, e*], kxs(0)k
� ds

k, and kxf (0)k2 � df
k, the origin of the closed-loop system is

asymptotically (and locally exponentially) stable.
Remark 11: Proposition 1 establishes that a controller that

stabilizes the approximate slow system of Eq. 11 continues
to enforce closed-loop stability for the infinite-dimensional
system, provided that the separation between the slow and
fast eigenvalues of the spatial differential operator is large
enough. This separation property—characteristic of highly-
dissipative PDEs—allows preserving the stability region
associated with the reduced system in the sense that, for suf-
ficiently small e (that is, sufficiently large separation), the
discrepancy between the stability region of the slow subsys-
tem of Eq. 9, Os

k, and the stability region of the reduced sys-
tem of Eq. 11, �Ok

s , can be made arbitrarily small. This result
is important because it provides the needed theoretical justifi-
cation for designing the feedback controllers and computing
their stability regions on the basis of the approximate, finite-

dimensional system, and then implementing them on the infi-
nite-dimensional system.

Implementation of FDI filters on the
infinite-dimensional system

The set of FDI filters and residuals in Eq. 17 were de-
signed to detect and isolate faults in the approximate, finite-
dimensional system of Eq. 11. When considering FDI in the
infinite-dimensional system of Eqs. 9–10, however, the filters
and residuals need to be redesigned on the basis of the
actual, not approximate, slow subsystem, since it is xs, not
xs, that would be available for measurement under full state
feedback conditions. To see how the FDI filters should be
modified, consider the following transformation

vs ¼ T k
sxs (24)

which transforms the slow subsystem of Eq. 9 into the fol-
lowing form

dvs
dt

¼ AsT k�1

s vs þ T k
sBk

sðuk þ f ka Þ þ fsðT k�1

s vs; xf Þ

:¼ ~fsðvs; xf Þ þ Dk
sðuk þ f ka Þ ð25Þ

where f̃s(vs, xf) ¼ AsT s
k�1

vs þ fs(T s
k�1

vs, xf) and fs(vs) ¼
f̃s(vs, 0). Using the orthogonal projection operators introduced
after Eq. 14, Psi, i ¼ 1, . . .,m, the above system can be writ-
ten as

dvsi
dt

¼ ~fsiðvs;xf Þ þPsiT k
sPsb

k
i ðzÞ½uki þ f kai �; i¼ 1; . . . ;m (26)

where vsi ¼ Psivs, f̃si ¼ Psi f̃s. The FDI filters and residuals
can now be redesigned as follows

dwi

dt
¼ �fsiðwi; ½vs�iÞ þ PsiT k

sPsb
k
i ðzÞpiðwi; ½vs�i; uki;maxx

kÞ;

riðtÞ ¼ kwiðtÞ � vsiðtÞk ð27Þ

for i ¼ 1, . . . ,m, where, in lieu of the approximate transformed
slow states vsi, the exact transformed slow states vsi, are used.
When comparing the systems of Eq. 26 and Eq. 27, one can
observe that each filter essentially simulates the evolution of
the i-th slow mode in the absence of faults in the i-th actuator
(that is, with f kai ¼ 0), and in the absence of the fast states (that
is, with xf ¼ 0). The residuals, are, therefore, sensitive not only
to faults, but also to approximation errors resulting from
neglecting xf in the design of the filters. This implies that the
residuals will be nonzero even in the absence of faults. Note
also that, unlike the transformed slow subsystem where the
evolution of each state is directly influenced by one input only,
each state in the xf-subsystem is influenced by all inputs. As a
result, a fault in some actuator j 6¼ i will indirectly influence
the evolution of the i-th slow mode vsi (through its effect on xf),
and this will render the residual ri possibly sensitive to faults in
actuators other than the i-th actuator. In other words, the cou-
pling between the slow and fast subsystems destroys the dedi-
cated fault isolation property of the FDI filters designed on the
basis of the reduced-order system.

To discriminate between faults and approximation errors
(that is, to prevent false alarms), and to ensure that each re-
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sidual remains practically dedicated to faults in a single actu-
ator, it is important to establish, for each residual, a bound
that captures its size in the absence of faults in the corre-
sponding actuator. To allow the derivation of such bounds,
we will need to make the following assumption (see Remarks
14–15 for a discussion on how this assumption can be
relaxed).

Assumption 4: Referring to the system of Eqs. 11–12 with
xs(0) [ �Os

k(ukmax, x
k), for a fixed k [ K, and f kai : 0, for a

fixed i [ I , there exist positive real numbers, dbi
k and Tri

k,
such that kxs(t)k � dbi

k for all t [ [0, Tri
k].

Assumption 4 requires that the states of the closed-loop
reduced system be bounded over a finite time-interval in the
presence of faults in one or more actuator so long as at
least one actuator is healthy. Note that this assumption does
not require the origin to be exponentially or asymptotically
stable in the presence of faults; only that the system under
faults exhibit no finite-escape time, which is reasonable for
physical systems. The boundedness assumption allows us to
apply singular perturbation techniques to derive a threshold
that can be used to uniquely detect and isolate faults in a
given actuator. These bounds, which are established in
Proposition 3, will be used by the supervisor as FDI thresh-
olds to decide when a fault has occurred in a given actuator
and, consequently, when to switch actuator configurations.
The proof of this proposition can be found in the Appendix.

Proposition 3: Consider the closed-loop system of Eqs. 9–
10 and Eq. 12, for which Assumption 4 is satisfied, with fai

k

: 0, for a fixed i [ I . Consider also the transformed slow
subsystem of Eq. 26 and the filters of Eq. 27. Then, given the
set of positive real numbers {ds

k, df
k, ddi

k}, where ds
k as defined

in Proposition 1 and df
k, ddi

k , are arbitrary, there exists a pos-
itive real number, e0, such that if e [ (0, e0], kxs(0)k � ds

k,
kxf(0)k2 � df

k, and wi(0) ¼ vsi(0), the residual of Eq. 27 sat-
isfies a relation of the form ri(t) � ddi

k for all t [ [0, Tri
k ].

Remark 12: Proposition 3 ties the FDI thresholds, ddi
k , to

the extent of separation between the slow and fast eigenval-
ues of the differential operator. Specifically, the thresholds
can be chosen by the designer to be arbitrarily small pro-
vided that e is sufficiently small (that is, the FDI filter is of
sufficiently high-order). As shown in the Appendix (see
Proof of Proposition 3), this connection can be made owing
to the boundedness property of the closed-loop system, which
allows controlling the closeness between the solution of the
reduced system of Eq. 11, and the solution of the slow sub-
system of Eq. 9 on a finite time-interval by proper choice of
e. Since the choice of e fixes the order of the approximate
system of Eq. 11, the result of Proposition 3 implies that a
tighter FDI threshold (which could be desirable to minimize
detection delays) requires a higher-order approximate model.
In the asymptotic limit, as the thresholds tend to zero, e ? 0
and the FDI filters become infinite-dimensional. Therefore,
from a practical implementation standpoint, it is important
that the designer carefully balance the resulting tradeoff
between the need for tight fault detection criteria and the
need to design practically implementable (low-dimensional)
filters that are suitable for FDI.

Remark 13: An important aspect that differentiates the
result of Proposition 3 from the one derived in43 for fault
detection is the fact that the thresholds introduced here are
defined only on a finite time-interval, while the threshold

in43 is defined over the infinite time-interval. One implica-
tion of this is that, unlike the fault detection task which can
be performed over the infinite time-interval, fault isolation
filters designed on the basis of the reduced-order model are
capable of isolating faults in the infinite-dimensional system
over a finite-time window, whose size is determined by the
boundedness of the reduced system. Clearly, the longer the
time-interval over which the boundedness assumption is sat-
isfied, the longer the time-window available for fault isola-
tion will be. To understand the difference between the two
results, note that in the case of fault detection, the only con-
clusion of interest is whether some fault has occurred or not.
Therefore, to derive a threshold for fault detection purposes,
one needs only compare the reduced and infinite-dimen-
sional systems in the absence of all faults to capture the
approximation errors that might otherwise be mistaken for
faults. Since the reduced system under these conditions is
exponentially stable (all actuators are healthy), singular per-
turbation theory ensures closeness of solutions between the
approximate and infinite-dimensional systems over the infi-
nite time-interval, hence, the residual threshold is defined
over an infinite time-interval. By contrast, in the case of
fault isolation, one seeks to derive, for each residual, a
threshold that uniquely identifies faults in a specific actuator.
To derive such a threshold, one needs to compare the
reduced and infinite-dimensional systems in the absence of
faults in this specific actuator (not in all actuators) to capture
the expected difference in behavior. Owing to the possible
presence of faults in the other actuators, the two systems
under comparison are not necessarily exponentially or
asymptotically stable, and, therefore, closeness of solutions
between the two systems (which determines the size of the
residual threshold) is not guaranteed over the infinite time-
interval. Instead, singular perturbation results in this case
(for example, analogs of Tikhonov’s Theorem) guarantee
closeness of solutions over a finite time-interval provided
that the solution of the reduced system is bounded; hence,
the need for Assumption 4.

Remark 14: Note that if Assumption 4 were to be modi-
fied to require that the origin of the closed-loop reduced sys-
tem be exponentially stable in the presence of faults, then it
would be possible to derive FDI thresholds over the infinite
time-interval. However, such an assumption would be too re-
strictive in the sense that it limits the types of faults that can
be isolated to those that only degrade performance, but do
not cause instability. Furthermore, Assumption 4 is not
needed if only fault detection is being considered.

Remark 15: The need for residual thresholds stems from
the fact that the FDI filters of Eq. 27 use only measure-
ments of the slow states and neglect the fast states. One
way to eliminate the need for such thresholds (and the
need for Assumption 4 as well) is to include measurements
of xf in the filter design. In this case, the i-th filter equation
will be identical to the evolution equation of the i-th trans-
formed slow mode, except for the possible presence of
faults in the i-th actuator. In other words, ri will be nonzero
if and only if the i-th actuator is faulty. This can be viewed
as a direct generalization of the FDI scheme introduced in
the previous section. An important drawback of this
approach, however, is that it requires measurements of xf
which are difficult to realize in practice.
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Remark 16: It is important to highlight some of the fun-
damental differences that arise when the above FDI scheme
is applied to the linear case. To this end, consider the trans-
formed slow system of Eq. 25 with fs (�, �) ¼ 0. The absence
of the nonlinear term, together with the fact that the control
action depends on xs only, implies that the evolution of vs
becomes completely decoupled from xf. Consequently, the
evolution of the i-th filter state becomes identical to that of
the i-th transformed slow state with fai

k ¼ 0, that is unlike
the nonlinear case, any discrepancy between nsi and wi will
be solely due to faults in the i-th actuator, and will not
include any approximation errors or any effects of faults in
the other actuators. In other words, each residual remains
sensitive only to faults in one input, and the dedicated prop-
erty of the FDI scheme remains exactly preserved when the
filter is implemented on the infinite-dimensional linear sys-
tem. Also, the possibility of false alarms due to model reduc-
tion errors in the filter design is precluded in the linear case,
and a nonzero FDI threshold similar to the one in Proposition
3 is not needed on account of this fact alone (such a thresh-
old might still be needed when errors due to model uncer-
tainty need to be accounted for).

Implementation of actuator reconfiguration logic
on the infinite dimensional system

As discussed earlier, once the faults in the operating con-
trol configuration have been detected and isolated, the super-
visor needs to select and activate the appropriate fallback
actuators (in place of the faulty ones) that preserve closed-
loop stability and minimize the deterioration in the closed-
loop performance resulting from actuator failure and subse-
quent switching. For the approximate closed-loop system, the
stability component of the actuator switching logic of Eq. 19
is based on monitoring the relative position of the state of
the reduced system xs, with respect to the stability regions
�Os
k. The same logic applies when considering the infinite-

dimensional system except that the supervisor has to monitor
the actual slow state xs with respect to the stability regions
Os

k which can be made sufficiently close to �Os
k for suffi-

ciently large separation between the slow and fast eigenmo-
des.

To address the performance objective for the infinite-
dimensional system, one may consider the following measure
of performance deterioration

JðxkÞ ¼
Z 1

Tdi

ðesðt; xkÞ;Qsesðt; xkÞÞ þ ðef ðt; xkÞ;Qf ef ðt; xkÞÞ
�

þ eTu ðxsðtÞ; xkÞReuðxsðtÞ; xkÞ
�
dt ð28Þ

where Tdi is the time of fault detection, es (t, xk) :¼ xs(t;
x(Tdi), xk(Tdi)) � xs (t; x(Tdi), xk(T�di)), is the discrepancy
between the responses of the closed-loop slow subsystems
under the original and fallback actuators, xk(Tdi

) is the vector
of actuator locations for the fallback configuration to be acti-
vated after fault detection, xk(T�di) is the vector of actuator
locations for the faulty configuration to be deactivated, Qs is
a coercive operator, ef(t, xk) :¼ xf(t; x(Tdi), xk(Tdi

)) � xf(t;
x(Tdi), x

k(Tdi
)), is the discrepancy between the responses of the

closed-loop fast subsystems under the original and fallback

actuators, Q is an unbounded coercive operator, eu(xs(t), x
k)

:¼ p(xs(t), u
k
max, x

k(Tdi))� p(xs(t), u
k
max, x

k(T�di)) is the discrep-
ancy between the two control actions, and R is a positive
definite matrix. Note, however, that the evaluation of the
cost of Eq. 28 for a given fallback configuration requires
simulating the infinite-dimensional closed-loop system (or a
sufficiently high-order disrectization thereof), which is not
suitable for real-time implementation purposes. To circum-
vent this problem, we will use the performance functional of
Eq. 18 (whose evaluation is computationally feasible) instead
as an approximate measure of the performance deterioration
associated with each feasible fallback configuration. This
choice is justified by the fact that, for sufficiently large sepa-
ration between the slow and fast eigenmodes, the perform-
ance of the finite-dimensional approximate closed-loop sys-
tem (under a given actuator configuration) can be made arbi-
trarily close to the performance of the infinite-dimensional
system.

We are now ready to proceed with the actuator reconfigu-
ration strategy for the infinite-dimensional system. Theorem
2 that follows establishes that the stability and performance-
based actuator reconfiguration logic, based on the finite-
dimensional system continues to enforce fault-tolerance in
the infinite-dimensional closed-loop system provided that the
separation between the slow and fast eigenmodes is large
enough. The proof is given in the Appendix.

Theorem 2: Consider the closed-loop system of Eqs. 9–10
and Eq. 12 with k(0) ¼ j [ K, and the system of Eq. 27 with
wi(0) ¼ vsi (0). Then, given the set of positive real numbers,
{ds

j, df
j, ddi

j}, where ds
j was defined in Proposition 1 and df

j,
ddi

j are arbitrary, and given any fault, fai
j, for which ri(Tdi) >

ddi
j , where Tdi :¼ min {t [ [0, Tjri]: ri(t) > djdi}, for some i ¼

1, . . . , m, there exists es > 0 such that if e [ (0, es], kxs(0)k
� ds

j, kxf(0)k2 � df
j, wi(0) ¼ vsi(0), the control-reconfigura-

tion rule given by

kðtÞ ¼
j; 0 � t < Tdi
m; t � Tdi

( )
(29)

where xm ¼ argminv2D �JðxvÞ and D :¼ {n 6¼ j : xs(Tdi) [ On
s,

xa
n ¼ xa

j, a 6¼ i}, ensures that:
1. the origin of the closed-loop system is asymptotically sta-
ble, and
2. the actuator configuration k ¼ m is near-optimal in the
sense that J(xm) ? Js(x

m) as e ? 0.
Remark 17: Theorem 2 considers faults that are observ-

able from the filters’ residuals in the sense that a residual
in excess of the allowable threshold dkdi is a conclusive indi-
cator that a fault has occurred in the i-th actuator, since ri
> dkdi is more than what can be accounted for by inherent
approximation errors. Faults that yield a residual within the
margin of (that is, indistinguishable from) these errors are
not considered since their effect on closed-loop stability
cannot be discerned from the behavior of the residual.
Note, however, that the observability threshold, dkdi, can be
chosen arbitrarily small by appropriate selection of e, thus,
rendering the possibility of major (that is, destabilizing)
faults that cannot be detected quite small. Note also that
reducing the threshold requires increasing the dimension of
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the slow subsystem to reduce the approximation errors.
Ultimately, the choice of dkdi reflects a fundamental tradeoff
between the need to avoid false alarms that could be caused
by approximation errors (this favors a relatively large
threshold), and the need to minimize the possibility of
some faults going undetected (this favors a relatively small
threshold).

Remark 18: The results of Theorems 1 and 2 can be gen-
eralized, in a conceptually straightforward fashion, to handle
the case of multiple consecutive faults. Note that once the
fallback actuator configuration is switched-in following
the detection of faults in the operating control configuration,
the structure of the input operator changes due to the change
in actuator locations. To maintain the ability to detect and
isolate future faults in the newly activated configuration, it is
important that the locations of the fallback actuators be
chosen, such that the new input operator is invertible. This
allows transforming the new slow subsystem into a diagonal
form similar to that of Eq. 26, and building a new set of dedi-
cated FDI filters.

Remark 19: In the presence of plant-model mismatch or
unknown disturbances, the residual will be nonzero, and can
exceed the alarm threshold even in the absence of faults.

False detection alarms can trigger unnecessary, or prema-
ture, control system reconfiguration that destabilizes the
closed-loop system or significantly degrades its performance.
The FDI-FTC problem in the presence of time-varying
uncertainties with known bounds on the uncertainties can be
handled by: (1) redesigning the FDI filters to account for the
uncertainty—either by modifying the FDI criteria to require
that a fault be declared only if the value of the residual
increases beyond some threshold that accounts for the devia-
tion of the plant dynamics from the nominal dynamics in the
absence of faults, or by redesigning the filter using the
unknown input observer principle (for example,2,12,52) to
decouple the effect of uncertainty on the residual, (2) rede-
signing the controllers for the individual control configura-
tions to attenuate the effect of uncertainty on the process,
and (3) characterizing the regions of robust stability for the
various controllers, and using them as the basis for deriving
a set of robust switching laws that orchestrate safe transi-
tions from the faulty to the healthy actuators in a way that
ensures robust stability in the overall switched closed-loop
system. Some preliminary results on robust fault detection
and handling in uncertain transport-reaction processes are
reported in.53

Figure 2. Evolution of: (a) the closed-loop temperature profile, (b) the manipulated input profiles, and (c)–(e) the
FDI filter residuals, when failure is detected in actuator C at t ¼ 0.305, and actuator D is activated im-
mediately.

The solid and dotted lines in (b) describe the manipulated input profiles for actuators C and D, respectively. [Color figure can be viewed
in the online issue, which is available at www.interscience.wiley.com.]
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Remark 20: In the fault-tolerant control methodology
presented in this work, it is assumed that the number of
control actuators used at any given time is that necessary
for enforcing the desired closed-loop stability and perform-
ance properties under constraints. As a result, the failure of
one or more control actuators will lead (in the absence of
any corrective action) to closed-loop instability and/or unac-
ceptable performance deterioration, and, thus, necessitates
switching to healthy and feasible fallback actuators in order
to preserve closed-loop stability and minimize performance
degradation (that is, active fault-tolerant control). The use
of as many control actuators as is necessary at a time is
typically motivated by economic considerations (for exam-
ple, the need to save on unnecessary control effort). How-
ever, it is possible (as is done in reliable control
approaches22) to use more control actuators than is neces-
sary (possibly all the available actuators) at any given time
so as to reduce the possibility of total failure in the control
structure following the failure of some of the actuators. In

this case, fault-tolerance can be achieved without active
switching or actuator reconfiguration (that is, passive fault-
tolerant control), provided that the remaining actuators have
sufficient control authority to prevent instability and/or sig-
nificant performance losses. Unless the control actuator
locations are chosen to ensure controllability under the
remaining actuators, and the control laws used by the
remaining actuators are redesigned (based on the new struc-
ture of the input operator), there can be no guarantee that
the remaining actuators will be sufficient to enforce fault-
tolerance. In this case, a graceful shut down of the process
may become unavoidable.

Application to a Diffusion-Reaction Process

In this section, we demonstrate and evaluate, through com-
puter simulations, the implementation of the third-order
model-based FDI-FTC scheme designed in Eqs. 21–23 on
the diffusion-reaction process of Eqs. 7–8. In all simulation

Figure 3. Evolution of the closed-loop temperature and manipulated input profiles when failure is detected in actu-
ator C at t 5 0.305, and actuator D is activated at t 5 0.5 (plots (a) and (b)), and when actuator D is acti-
vated at t 5 0.6 (plots (c) and (d)).

The solid and dotted lines in (b) and (d) describe the manipulated input profiles for actuators C and D, respectively.
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runs, the controller of Eqs. 20–21 and the FDI filters of Eq.
23 are implemented on a 30-th order Galerkin’s discretiza-
tion of the parabolic PDE (higher-order discretizations led to
identical results), starting from the initial profile x(z, 0) :¼
x0(z) ¼ S3

i¼1 ai(0)fi(z), with a1(0) ¼ 0.18, a2(0) ¼ a3(0) ¼
0.2. It was verified that the controller successfully stabilizes
the temperature at the desired, spatially-uniform steady-state
using actuator configuration (A, B, C) in the absence of
faults.

We now turn to the case when the control system opera-
tion is interrupted by actuator faults. Since the residuals are
expected to be nonzero (even in the absence of faults), due
to the model reduction errors in the filters design, we use
the following criteria ri(t) � di, to declare a fault in a given
actuator at a given time. For the given initial condition, it
was found that d1 ¼ 0.0014, d2 ¼ 0.0050 and d3 ¼ 0.0056
were suitable choices. We consider first the case of faults in
a single actuator. To this end, the dimensionless rod temper-
ature is initialized at x0(z), using actuator configuration (A,
B, C), and the filters of Eq. 23 are initialized at wi(0) ¼
vi(0), for i ¼ 1, 2, 3. At t ¼ Tf1 ¼ 0.3, failure is introduced
in actuator C (see the solid line in Figure 2b). As shown in
the residual profiles in Figure 2c–2e this failure is detected
and isolated almost immediately by the supervisor since it
causes r3 to cross the threshold at Td1 ¼ 0.305. Note that
neither of the other two residuals exceeds its specified

threshold at this time, indicating that no faults can be
declared in actuators A and B. Note also that following the
detection, all residuals are re-initialized by the supervisor.
To determine which backup actuator (D, E, or F) is suitable
for use in place of actuator C, we follow the same switching
logic based on the reduced-order model and activate actuator
D owing to its desirable stability and performance proper-
ties. The resulting closed-loop temperature and manipulated
input profiles are shown in Figure 2a–2b for the case when
actuator re-configuration happens immediately following
FDI with no delays. Figure 3 shows the results when actuator
D is activated at t ¼ 0.5 (plots (a) and (b)) and at t ¼ 0.6
(plots (c) and (d)). Delays between FDI and reconfiguration
can arise, for example, due to the time needed to carry out
the computations necessary to determine the optimal backup
actuator. As expected, closed-loop stability can be main-
tained in the presence of a small delay but may be lost under
larger delays.

It should be noted that in the case of delays between FDI
and actuator reconfiguration, the residuals cannot be reset to
zero until the new backup actuator is activated. Therefore, it
is important to continue to monitor the evolution of the resid-
uals after FDI of the first fault to determine whether addi-
tional faults have occurred in the other actuators during the
delay period. Caution must be exercised, however, when
interpreting the residual evolution during this period in order

Figure 4. Evolution of the FDI filter residuals (with low-thresholds) when actuator C fails at t 5 0.3, and: (a) no
additional faults occur afterwards, and (b) a second fault in actuator A occurs at t 5 0.4.
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to avoid false alarms. During the delay period, the process is
evolving under a faulty actuator configuration and, if the
delay is sufficiently long, this can cause the residuals of the
healthy actuators to cross their specified thresholds (note that
the thresholds capture the residual sizes in the absence of
faults in any of the actuator) thus leading to false alarms. To
illustrate this point, we consider the case when actuator
C fails at t ¼ 0.3 but re-configuration to actuator D is
delayed until t ¼ 0.55. Figure 4a shows the evolution of the
three residuals during the delay period. We observe that,
while r3 crosses its threshold as expected shortly after the
occurrence of the failure, both r1 and r2 also cross their
thresholds at t ¼ 0.485 and t ¼ 0.515, respectively, even
though no faults were introduced into either actuator A or B.
Misinterpreting these crossings as faults can lead to unneces-
sary actuator re-configuration and possibly closed-loop insta-
bility. One way to avoid these false alarms is to limit the
FDI time window to a finite time-interval whose size is dic-
tated by the duration between the detection of the first fault
(t ¼ 0.305), and the first crossing (t ¼ 0.485). Having r1 or
r2 cross its threshold during this time period is conclusive in-
dicator that a fault in actuator A or B, respectively, has
occurred. This is shown in Figure 4b, where a second fault
in actuator A occurs within the allowable time window at
t ¼ 0.4, and is detected by r1 crossing its threshold at t ¼
0.407. This finding is consistent with the result of Proposi-
tion 3 regarding FDI on a finite time-interval when the

reduced-order model-based filters are implemented on the in-
finite-dimensional system.

It should be noted that the FDI time window can be
increased if the thresholds are appropriately increased. For
example, Figure 5a shows that with a choice of d1 ¼ 0.01
and d2 ¼ 0.04, and in the absence of faults in actuators A
and B, r1 and r2 cross their thresholds at t ¼ 0.629 and t ¼
0.788, respectively (compare with Figure 4a, where the
crossings occurred earlier). The new FDI time window now
spans the interval from t ¼ 0.305 to t ¼ 0.629, and, thus,
covers the entire delay period, which allows the detection
and isolation of faults in A or B during that time. Figure 5b
shows the case when a fault in actuator A is introduced at
t ¼ 0.5, and detected by r1 crossing its threshold within the
allowable time window (detection occurs at t ¼ 0.516).
Note that, using the previous low thresholds and smaller
time window, it would not have been possible to detect this
fault.

Finally, to demonstrate the importance of monitoring the
residuals during the delay period, we consider the case when,
following the detection of failure in actuator C at t ¼ 0.305,
a fault occurs in actuator A at t ¼ 0.5 (that is, during the
delay period), and compare the behavior of the closed-loop
system when such fault is ignored and when it is accounted
for. By disregarding the evolution of the residuals during the
delay period, the failure in actuator A will go undetected,
and the supervisor will activate actuator D in place of actua-

Figure 5. Evolution of the FDI filter residuals (with high-thresholds), when actuator C fails at t 5 0.3 and: (a) no
additional faults occur afterwards, and (b) a second fault in actuator A occurs at t 5 0.5.

AIChE Journal June 2007 Vol. 53, No. 6 Published on behalf of the AIChE DOI 10.1002/aic 1533



tor C (following the same switching logic considered in Fig-
ure 2) at the end of the delay period at t ¼ 0.55. The result
is shown in Figure 6a–6b which demonstrates that the
closed-loop system becomes unstable. By contrast, when the
failure in actuator A is detected and isolated by monitoring
the evolution of the residuals in Figure 5b, and the supervisor
replaces actuators C and A with healthy actuators D and E,
respectively, at t ¼ 0.55, closed-stability is maintained as
shown in Figure 6c–6e.

Conclusions

A model-based FTC structure integrating feedback con-
trol, FDI and performance-based reconfiguration was devel-
oped for transport-reaction processes modeled by nonlinear
parabolic PDEs with control constraints and actuator faults.
Initially, model reduction techniques were used to obtain a
finite-dimensional system that approximates the dominant
dynamic modes of the PDE. The approximate model was
then used to synthesize, for each actuator configuration, a
stabilizing nonlinear feedback controller and characterize its
stability region in terms of the control constraints and actua-
tor locations. A set of dedicated FDI filters, each replicating
the fault-free behavior of a given dominant mode, was then
constructed, and the discrepancy between the evolution of
the fault-free and actual modes were used as residuals. The

actuator locations were chosen to ensure that the residual of
each filter is sensitive to faults in only one actuator. Follow-
ing FDI, a set of actuator reconfiguration rules were derived
to preserve closed-loop stability and minimize the closed-
loop performance deterioration resulting from faults. Appro-
priate FDI thresholds and control reconfiguration criteria
that take the inherent approximation errors into account
when implementing the fault-tolerant control structure on
the process were derived to guard against false alarms.
Finally, the integrated control, FDI and reconfiguration
methodology was applied to the problem of actuator fault-
tolerant stabilization of an unstable steady-state of a diffu-
sion-reaction process.
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Figure 6. Evolution of the closed-loop temperature and manipulated input profiles, when consecutive failures in
actuators C and A occur at t 5 0.3, and t 5 0.5, respectively.
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Birkhäuser; 2001.

29. Palazoglu A, Karakas A. Control of nonlinear distributed parameter
systems using generalized invariants. Automatica. 2000;36:697–
707.

30. Alonso A, Ydstie BE. Stabilization of distributed systems using irre-
versible thermodynamics. Automatica. 2001;37:1739–1755.

31. Ruszkowski M, Garcis-Osorio V, Ydstie BE. Passivity based control
of transport reaction systems. AIChE J. 2005;51:3147–3166.

32. Hoo KA, Zheng DG. Low-order control-relevant models for a class
of distributed parameter systems. Chem Eng Sci. 2001;50:6683–6710.

33. El-Farra NH, Armaou A, Christofides PD. Analysis and control of
parabolic PDE systems with input constraints. Automatica.
2003;39:715–725.

34. Dubljevic S, Mhaskar P, El-Farra NH, Christofides PD. Predictive
control of transport-reaction processes. Comp & Chem Eng.
2005;29:2335–2345.

35. Dochain D. State observation and adaptive linearizing control for
distributed parameter (bio)chemical reactors. Inter J Adapt Contr &
Sig Proc. 2001;15:633–653.

36. Armaou A, Demetriou MA. Optimal actuator/sensor placement for
linear parabolic PDEs using spatial H2 norm. Chem Eng Sci.
2006;61:7351–7367.

37. Baruh H. Actuator failure detection in the control of distributed sys-
tems. J of Guidance, Control, and Dynamics. 1986;9:181–189.

38. Demetriou M, Ackleh AS, Reich S. Detection and accommodation
of second order distributed parameter systems with abrupt changes
in the input term: Existence and approximation. Kybernetika.
2000;36:117–132.

39. Demetriou M. Robust fault tolerant controller in parabolic distrib-
uted parameter systems with actuator faults. In: Proceedings of 42th
IEEE Conference on Decision and Control. Maui, Hawaii, USA;
2003. p. 324–329.

40. Demetriou M, Kazantzis N. A new actuator activation policy for
performance enhancement of controlled diffusion processes. Automa-
tica. 2004;40:415–421.

41. El-Farra NH, Christofides PD. Coordinated feedback and switching
for control of spatially-distributed processes. Comp & Chem Eng.
2004;28:111–128.

42. El-Farra NH, Lou Y, Christofides PD. Fault-tolerant control of fluid
dynamic systems: Coordinated feedback and switching. Comp &
Chem Eng. 2003;27:1913–1924.

43. El-Farra NH. Integrated model-based fault detection and fault-toler-
ant control architectures for distributed processes. Ind & Eng Chem
Res. 2006;45:8338–8351.

44. Christofides PD, Daoutidis P. Finite-dimensional control of parabolic
PDE systems using approximate inertial manifolds. J Math Anal
Appl. 1997;216:398–420.

45. El-Farra NH, Ghantasala S. Integrating actuator/sensor placement
and fault-tolerant output feedback control of distributed processes.
In: Proceedings of American Control Conference, to appear. New
York, NY; 2007.

46. Lin Y, Sontag ED. A universal formula for stabilization with
bounded controls. Sys & Contr Lett. 1991;16:393–397.

47. El-Farra NH, Mhaskar P, Christofides PD. Hybrid predictive control
of nonlinear systems: Method and applications to chemical proc-
esses. Inter J Rob & Non Contr. 2004;14:199–225.

48. Halim D, Moheimani SR. An optimization approach to optimal
placement of collocated piezo-electric actuators and sensors on a
thin plate. Mechatronics. 2003;13:27–47.

49. Curtain RF, Zwart HJ. An Introduction to Infinite Dimensional Lin-
ear Systems Theory. Texts in Applied Mathematics, Berlin: Springer;
1995;21.

50. Dubljevic S, Kazantzis N. A new Lyapunov design approach for
nonlinear systems based on zubov’s method. Automatica. 2002;38:
1999–2007.

51. El-Farra NH, Mhaskar P, Christofides PD. Hybrid predictive control
of nonlinear systems: Method and applications to chemical proc-
esses. Inter J Rob & Non Contr. 2004;14:199–225.

52. Watanabe K, Himmelblau DM. Instrument fault detection in systems
with uncertainties. Inter J Syst Sci. 1982;13:137–158.

53. Ghantasala S, El-Farra NH. Robust fault detection and handling in
control of uncertain transport-reaction processes, to appear. In: Pro-
ceedings of 8th International Conference on Dynamics and Control
of Process Systems. Cancun, Mexico; 2007.

54. Khalil HK. Nonlinear Systems. 2nd ed. Upper Saddle River, New
Jersey: Prentice Hall; 1996.

Appendix

Proof of Proposition 1: In this proof, we show that the
i-th filter detects and isolates a fault in the i-th actuator if
and only if one occurs. To this end, consider the systems of
Eqs. 16–17, and let �vsi(Tdi) :¼ �vsi

d and �wi(Tdi) :¼ �wi
d. Then,

we have

�̇wið �TdiÞ � �̇vsið �TdiÞ ¼ �fsið�wd
i ; ½�vds �

iÞ � �fsið�vdsi ; ½�v
d
s �
iÞ

þ PsiT j
sPsb

j
iðzÞ½pið�wd

i ; ½�vds �
i; uji;max; x

jÞ � pið�vdsi ; ½�v
d
s �
i; uji;maxx

jÞ�
� PsiT j

sPsb
j
iðzÞf jaið �TdiÞ ð30Þ
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with f jai (Tdi) 6¼ 0. Since wi(0) ¼ vsi(0) and f jai (t) : 0 for all
0 � t < Tdi

, we have wi
d ¼ vdsi, which implies that pi(wi

d,
[vs

d]i, uji,max, x
j) � pi(vsi

d, [vs
d]i, uji,max, x

j), ¼ 0 and f si(wi
d,

[vs
d]i) � f si(vsi

d, [vs
d]i) ¼ 0. Substituting these relations into

Eq. 30 yields �wið �TdiÞ � �vsið �TdiÞ ¼ �PsiT j
sPsb

j
iðzÞf jaið �TdiÞ.

Since PsiT j
sPsb

j
iðzÞ 6¼ 0, it follows that �wið �TdiÞ � �vsið �TdiÞ 6¼ 0

if and only if fai
j (Tdi) 6¼ 0. This, together with the fact that

wi
d ¼ vsi

d, implies that wi(Tdi
þ) � vsi (Tdi

þ) 6¼ 0, that is ri(Tdi
þ)

:¼ kwi(Tdi
þ) � vsi (Tdi

þ)k > 0, if and only if fai
j (Tdi) 6¼ 0. This

completes the proof of the proposition.
Proof of Theorem 1: Note first that in the absence of

faults (that is, fai
j (t) : 0 for all t � 0 and i [ I), we have

from Proposition 1 that ri(t) ¼ 0 for all t � 0. From the defi-
nition of Tdi in Theorem 1, we conclude that Tdi ¼ ?, which
implies that k(t) ¼ j for all t � 0 from Eq. 19. Since xs(0) [
O

j

s, and control configuration j is implemented for all times
in this case, closed-loop stability follows directly from
Assumption 2.

In the case of faults, the earliest time a fault in the i-th ac-
tuator is detected is Tdi, and we have from Eq. 19 that k(t) ¼
j for 0 � t < Tdi. From the stability of the j-th closed-loop
system (Assumption 2), we have that the closed-loop state
trajectory stays bounded, that is xs(t) [ Os

j(ujmax, x
j) for 0 � t

< Tdi. At time Tdi, the supervisor switches to control configu-
ration k ¼ m, for which xs(Tdi) [ O

m
s (u

m
max, x

m), and imple-
ments it in the closed-loop system for all future times, thus,
achieving closed-loop stability. This completes the proof of
the theorem.

Proof of Proposition 3: Consider the closed-loop system
of Eqs. 9–10 and Eq. 12 with f kai ¼ 0, for a fixed i [ I , and
the i-th filter of Eq. 27. Using the transformation of Eq. 24,
and the orthogonal projection operators Psi, the closed-loop
system plus the filter can be written in the following form

dvsi
dt

¼ ~fsiðvs; xf Þ þ PsiT k
sPsb

k
i ðzÞpiðvs; uki;max; x

kÞ
dwi

dt
¼ �fsiðwi; ½vs�iÞ þ PsiT k

sPsb
k
i ðzÞpiðwi; ½vs�i; uki;max; x

kÞ
dvsj
dt

¼ ~fsjðvs; xf Þ þ PsjT k
sPsb

k
j ðzÞ

� ½ pjðvs; ukj;max; x
kÞ þ f kaj �; j ¼ 1; . . . ;m; j 6¼ i

dxf
dt

¼ Af xf þ Bk
f ½pðvs; ukmax; x

kÞ þ f ka � þ ff ðxs; xf Þ ð31Þ

Using the fact that e ¼ jReflmgj
jReflmþ1gj < 1 and multiplying the xf -

subsystem by e, the above system can be put in the standard
singularly perturbed form, with vsi, wi, and vsj being the slow
states, and xf being the fast states. Applying standard two
time-scale decomposition, it can be verified that the fast sub-
system is globally exponentially stable, and that the reduced
closed-loop slow system takes the form

d�vsi
dt

¼ �fsið�vsÞ þ PsiT k
sPsb

k
i ðzÞpið�vs; uki;max; x

kÞ
d �wi

dt
¼ �fsið�wi; ½�vs�iÞ þ PsiT k

sPsb
k
i ðzÞpið�wi; ½�vs�i; uki;max; x

kÞ
dvsj
dt

¼ �fsjð�vsÞ þ PsjT k
sPsb

k
j ðzÞ½pjð�vs; ukj;max; x

kÞ þ f kaj �;

j ¼ 1; . . . ;m; j 6¼ i ð32Þ

Note that since wi(0) ¼ vsi(0), the states wi and vsi, in the ear-
lier system are identical. From Assumption 4, and the fact
that �v ¼ T kxs, where T k

s is an invertible bounded operator,
we have that there exists a positive real number, dkvi :¼
kT kkdbi

k, such that kvs(t)k � dvi
k, for all t [ [0, Tkri], that is, the

states of the reduced closed-loop system are bounded on a fi-
nite time-interval. Using this, and the fact that the fast sub-
system is globally exponentially stable, one can show (using
calculations similar to those in the Proof of Theorem 9.1 in54

that given the set of positive real numbers {ds
k, df

k, ddi
k},

where ds
k is defined in Proposition 1, and df

k, ddi
k are arbi-

trary, there exists a positive real number e, such that if e [
(0, e], kxs(0)k � ds

k, |xf (0)k2 � df
k, and wi(0) ¼ vsi(0), then

for all t [ [0, Tri
k], we have kvsi(t) � vsi(t)k � a1e and kwi(t)

� wi(t)k � a2e, for some a1 > 0 and a2 > 0. Rewriting ri(t)
¼ kwi(t) � vsik � kwi(t) � wi(t)k þ kwi(t) � vsi(t)k þ kvsi(t)
�vsi(t)k, and using the fact that kwi(t) � vsi(t)k ¼ 0 when fai

k

¼ 0 (from Proposition 1), we have ri(t) � kwi(t) � wi(t)k þ
kvsi(t) � vsi(t)k � a3e, for all t [ [0, Tri

k], where a3 ¼ a1 þ
a2. Therefore, given any dkdi > 0, there exists e0 :¼ min {ddi

k/
a3, e}, such that for e � e0, ri (t) � dkdi for all t [ [0, Tkri].
This completes the Proof of Proposition 3.

Proof of Theorem 2: The proof is split into two parts. In
the first part, we establish asymptotic stability of the origin
of the closed-loop system under the switching rule of Eq. 29.
Then, in the second part of the proof, we use this stability
result to prove near optimality of the fallback actuator con-
figuration with respect to the cost functional of Eq. 28.

Part 1: Consider first the case when no faults in the i-th
actuator are present (that is, Tdi ? ?). In this case, we have
from Eq. 29 that control configuration k ¼ j is implemented
for all times. Applying the results of Propositions 2 and 3 with k
¼ j, we have that given the set {ds

j, df
j, ddi

j} there exists a positive
real number e1 > 0, such that if e � e1, kxs(0)k � ds

j, and
kxf (0)k2 � df

j, the origin of the closed-loop system is asymp-
totically (and locally exponentially) stable, and the i-th residual
satisfies ri(t) � ddi

j for all t [ [0, Tri
j]. In the case of a fault in the

i-th actuator, we know from the definitions of fai
j and Tdi that no

faults occur for 0 � t < Tdi, and, therefore, Eq. 29 dictates that
k(t) ¼ j for 0 � t < Tdi. From the stability of the j-th closed-loop
system established in Proposition 2, and the closeness of solu-
tions result in Proposition 3, we have that the slow and fast
closed-loop states stay bounded, and that the residual of the i-th
filter satisfies ri(t) � ddi

j , for 0 � t < Tdi, provided e � e1, kxs(0)k
� ds

j, kxf(0)k2 � df
j, and wi(0) ¼ vsi(0). At time Tdi, the supervi-

sor switches (per Eq. 29) to a control configuration k ¼ m, for
which kxs(Tdi)k � ds

m, and continues to implement it in the
closed-loop system for all future times t � Tdi. Since the fast
state is also bounded at Tdi, there exists a positive real number
df
m, such that kxf (Tdi)k2 � df

m. At this point, a second application
of the result of Proposition 2, with k ¼ m, yields the existence of
a positive real number e2 > 0, such that if e � e2, kxs(Tdi)k �
ds
m, and kxf(Tdi)k2 � df

m, the origin of the closed-loop system is
asymptotically (and locally exponentially) stable.

Part 2: From Part 1, we know that, in the absence of faults,
the origin of the closed-loop system under actuator configura-
tion k ¼ j is asymptotically (and locally exponentially) stable
for e � e1, kxs(0)k � ds

j, and kxf(0)k2 � df
j. This implies that

given any Tb
j > 0, there exists e3 > 0 such that, for e � e3,

and for all t � Tb
j, kxs(t; x(Tbj), xj) � xs(t; x(Tb

j), xj)k � b1e
and kxf (t; x(Tbj),xj)k2 � b2e, for some b1 > 0 and b2 > 0.
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Similarly, from the stability of the closed-loop system under
actuator configuration k ¼ m for t � Tdi, we have that, given
any Tb

m > 0, there exists e4 > 0, such that, for e � e4, and for
all t � Tb

m, kx(t; xs(Tbm), xm) � xs(t; xs(Tb
m), xm)k � b3e and

kxf(t; x(Tbm), xm)k2 � b4e, for some b3 > 0 and b4 > 0. With-
out loss of generality, we choose Tb

m ¼ Tb
j :¼ Tb > Tdi, and let

e � min {e3, e4}. Therefore, we have for all t � Tb
m

kesðtÞ��esðtÞk�kxsðt;xmÞ��xsðt;xmÞkþkxsðt;xjÞ��xsðt;xjÞk�b5e

kef ðtÞk2�kxf ðt;xmÞk2þkxf ðt;xjÞk2 � b6e ð33Þ

where b5 ¼ b1 þ b3 and b6 ¼ b2 þ b4, and from the continu-
ity property of p(�) with respect to xs, we have

jeuðtÞ � �euðtÞj � jpðxsðtÞ; xmÞ � pð�xsðtÞ; xmÞj
þ jpðxsðtÞ; xjÞ � pð�xsðtÞ; xjÞj � b7e ð34Þ

for some b7 > 0. Consider now the cost functionals of Eq. 18
and Eq. 28, which can be rewritten, respectively,

�JsðxmÞ ¼
Z Tb

Tdi

lð�esðtÞ;�ef ðtÞ;�euðtÞÞdtþ
Z 1

Tb

lð�esðtÞ;�ef ðtÞ;�euðtÞÞdt

JðxmÞ ¼
Z Tb

Tdi

lðesðtÞ;ef ðtÞ;euðtÞÞdtþ
Z 1

Tb

lðesðtÞ;ef ðtÞ;euðtÞÞdt

(35)

where lðes;ef ;euÞ¼ ðes;QsesÞþðef ;Qf ef ÞþeTuReu. From Eqs.
33–34, we have that, as e ? 0, es(t) ? es(t), ef(t) ? 0 and

eu(t) ? eu(t), for t � Tb
m. This, together with the continuity

property of the function l in Eq. 35 with respect to its argu-
ments, implies that l(es, ef, eu) ? l(�es, �ef, �eu) as e ? 0 and,
therefore

Z 1

Tm
b

lðesðtÞ;ef ðtÞ;euðtÞÞdt!
Z 1

Tm
b

lð�esðtÞ;�ef ðtÞ;�euðtÞÞdt as e ! 0

(36)

From the stability of the finite-dimensional and infinite-
dimensional closed-loop systems under actuator configura-
tions j and m, it follows that there exist positive real numbers
M and M, such that l(es(t), ef(t), eu(t)) � M and l(es(t), ef(t),
eu(t)) � M, for all t � Tdi. This, together with the fact that Tb
� Tdi ¼ O(e), yields

Z Tb

Tdi

lð�esðtÞ;�ef ðtÞ;�euðtÞÞdt �
Z Tb

Tdi

�Mdt � �Me

Z Tb

Tdi

lðesðtÞ;ef ðtÞ;euðtÞÞdt �
Z Tb

Tdi

Mdt � Me ð37Þ

which implies that as e ? 0, $Tdi

Tb l(es(t), ef(t), eu(t))dt ? 0 and
$Tdi

Tb l(es(t), ef(t), eu(t))dt ? 0. Combining Eqs. 36–37, we con-
clude that J(xm) ? Js(x

m) as e ? 0. Choosing es: ¼ min {e1,
e2, e3, e4} completes the proof of the theorem.
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